
CHAPTER 23 

SENIOR OFFICERS LEGAL ORIENTATION 

GGOOVVEERRNNMMEENNTT  IINNFFOORRMMAATTIIOONN  PPRRAACCTTIICCEESS 

 
Outline of Instruction 

 

I. THE FREEDOM OF INFORMATION ACT (FOIA).  

A. References. 

1. Freedom of Information Act, 5 U.S.C. § 552, as amended. 

2. Department of Defense Directive No. 5400.7, DOD Freedom of 
Information Act Program (29 September 1997). 

3. Department of Defense Regulation No. 5400.7-R, DOD Freedom of 
Information Act Program (4 September 1998) (includes 1996 amendments 
to the Freedom of Information Act). 

4. Army Regulation No. 25-55, The Department of the Army Freedom of 
Information Act Program (14 April 1997) (does not include 1996 
amendments to the Freedom of Information Act).    

5. Web Site Resources:  Army FOIA/Privacy Website - 
http://www.rmd.belvoir.army.mil/FOIAMain.htm   

B. Introduction. 

C. Overview of FOIA. 

1. Disclosure is the rule, not the exception. 

2. The status and purpose of requester are generally irrelevant in determining 
whether records must be released. 
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3. Nine exemptions (seven of which apply to the DoD) and three exclusions 
permit withholding of records from the public. 

4. Remedial provisions:  access rights are enforceable in court. 

D. Scope of FOIA.  Applies to all  “agency records.” 

1. “Records” include almost anything capable of being reproduced -- books, 
papers, computer data, photographs, etc. 

2. Private notes vs. agency records.  Private notes not subject to FOIA or 
Privacy Act if: 

a. Prepared voluntarily;  

b. Used only by the preparer (as a memory aide). 

E. Disclosure of agency records. 

1. Publication. 

2. Reading room materials -- in paper and electronic format. 

3. Release upon request. 

F. Rule of segregability. 

1. Portions of documents that are releasable must be segregated from 
portions that may be withheld. 

2. Must estimate the volume of information denied.  

G. How does the Army process FOIA requests? 

1. The request must be proper. 
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a. It must request and reasonably describe a record. 

b. It must be in writing (which includes conventional, paper requests, 
e-mail messages, and facsimile transmissions), express a 
willingness to pay or request a waiver of fees, and be directed to 
the proper custodian. 

2. Acting on a proper request. 

a. Custodian may usually grant the request. 

b. Custodian cannot deny the request--it must be forwarded to the 
Initial Denial Authority (usually a higher-up in the technical 
chain). 

c. Statutory time limit, 20 working days to communicate decision to 
the requester. 

H. Exemptions.  Exemptions permit, but do not require withholding. 

1. Exemption 1 – Classified records. 

2. Exemption 2 – Internal personnel rules and practices. 

3. Exemption 3 – Other federal withholding statutes. 

4. Exemption 4 – Trade secrets and commercial or financial information. 

5. Exemption 5 – Certain agency memoranda and internal agency 
communications. 

6. Exemption 6 – Personal privacy protection. 

7. Exemption 7 – Records or information compiled for law enforcement 
purposes. 

23-3 



I. Exclusions. 

1. Protect ongoing investigations unknown to subject. 

2. Protect informants. 

J. Penalties for improper withholding. 

II. THE PRIVACY ACT. 

A. References.  

1. The Privacy Act of 1974, 5 U.S.C. § 552a, as amended. 

2. Dep’t of Defense Directive No. 5400.11, Department of Defense Privacy 
Program (13 December 1999). 

3. Dep’t of Defense Regulation No. 5400.11-R, Privacy Program (31 August 
1983). 

4. Army Regulation No. 340-21, The Army Privacy Program (5 July 1985). 

5. Dep’t of Army Pamphlet 25-51, The Army Privacy Program -- System 
Notices and Exemption Rules (21 September 1988). 

6. Defense Privacy Board Advisory Opinions Transmittal Memorandum 92-
1 (18 April 1992). 

7. Websites:   www.rmd.belvoir.army.mil/foiamain.htm (does not contain 
Army systems notices – for Army systems notices use 
www.defenselink.mil/privacy and follow hyperlinks).  Defense Privacy 
Office Web Page--to research current Privacy Act System of Records 
Notices and other Privacy Act guidance and information--  
http://www.defenselink.mil/privacyT. 

B. Introduction. 
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C. Overview of the PA. 

1. Public notice of systems of records. 

2. Establish fair information practices. 

3. Presumes subject access and the opportunity to amend factual matters in 
his own records. 

4. Presumes no access to non-subjects (third parties) of records within a 
system of records. 

D. Scope of the PA.  Applies to “systems of records.” 

--A “system of records” is a group of records under the control of an  
agency from which information about an individual is retrieved by the 
name of the individual or by some other identifying particular. 

E. Collection and maintenance of personal information. 

1. Establish sound information practices. 

a. Only collect information relevant and necessary to accomplish an 
agency purpose as defined by statute or Executive Order. 

b. Collect directly from the subject unless:   

(1) verifying information provided by the subject, or 

(2) only a third party can provide the information. 

c. A prohibition on the collection of information regarding the 
exercise of First Amendment rights unless: 

(1) consent by the subject; 
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(2) collection is required by statute; or 

(3) a valid law enforcement purpose exists. 

d. Privacy Act advisement. 

F. Access and amendment rights. 

1. Requirements. 

a. Access -- Tell subject we have the record.  Allow subject to inspect 
and copy. 

b. Amendment - Correct factual errors. 

2. Ten exemptions from access and amendment (allow the agency to deny 
the subject access to and amendment of his own record). 

a. General exemptions (2) - focus on agency maintaining the records. 

b. Specific exemptions (6) - focus on the type of record. 

c. Information compiled in anticipation of civil litigation (1). 

3. Processing access and amendment requests. 

a. Custodian may grant the request. 

b. Custodian cannot deny the request--it must be forwarded to the 
Access and Amendment Refusal Authority (similar to the FOIA 
Initial Denial Authority (also a higher-up in the technical chain)). 

G. General rule of nondisclosure to third parties--Unless the subject of the record 
consents or an exception applies (12 exceptions permit agencies to disclose 
information from records without the prior consent of the subject). 
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1. Disclosure within the agency (for the Army, the "agency" includes all of 
the DOD) on a need to know basis (Exception 1). 

2. Disclosure required by FOIA (Exception 2).  Use a balancing test to 
determine whether there is a “clearly unwarranted invasion of personal 
privacy.”  Strike a balance. 

3. Routine use (Exception 3).  There are both general and specific routine 
uses.  

4. Law enforcement use (Exception 7). 

5. Court order (Exception 11).  Must be signed by a judge, not a clerk or 
attorney. 

H. Remedies. 

1. Criminal provisions.  Intentionally and willfully disclosing information 
from a Privacy Act protected record can result in criminal prosecution.  

2. Civil remedies.  Wrongful releases of information from Privacy Act 
protected files may subject the Army to lawsuit and monetary damages. 

III. CONCLUSION 
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